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The data traffic light:
what can go into Al?

Learners' personal data does not belong in Al tools; a simple traffic light helps
you decide quickly what can go in.

By Rico Eberle, e-learning expert for continuing education and municipal councillor in Dibendorf
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A student report.
Into ChatGPT.

A problem?

Yes. A big one.

Video for this post

This learning nugget is also available as a video with transcript (1:10 min). Scan
the QR code or open the link:

ricoeberle.ch/en/blog/the-data-traffic-light/
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A teacher pastes a student report into ChatGPT to improve the wording. A problem? Yes. A stu-
dent report contains a child’s personal data, and that does not belong in an Al tool.

Reaching for the Al is still understandable. Writing the report is quick. Finding the right words
takes longer. In everyday school life, the decision often happens in seconds. A simple traffic light
helps with that.

The traffic light is my own teaching simplification and does not replace the rules of your canton
or your school. For a quick assessment, it usually does the job. The examples come from primary
and lower secondary school. Course leaders in adult and continuing education can apply the traf-
fic light in the same way, for example to participant lists, feedback or exam results.

Green: public and your own material

Worksheets you created yourself, curriculum texts, a poem: content like this contains no personal
data and can go into the Al. With texts written by others, copyright is a separate question. That is
a topic of its own and has nothing to do with the traffic light.

The data traffic light

Green

public, your own material

Worksheet Curriculum text Poem

Yellow: internal, but no link to individuals

A letter to parents without names or anonymised feedback is possible, but only if nothing can be
traced back to individual children. That is harder than it sounds. Even without names, the class,
the place or a particular event can reveal who it is about.

The Zurich school authority explicitly mentions references to names and locations, too. The Data
Protection Commissioner of the Canton of Zurich recommends anonymising data, ideally before a
provider can see it.
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The data traffic light

Yellow

internal, no link to individuals
Parent letter without names Anonymized feedback

Careful: class, place or event can reveal who it's
about

Red: personal data of learners

Names, grades, reports, and above all sensitive data, for example about health, do not belong in
the Al. Under Zurich data protection law, health data counts as a special category of personal
data.

The Data Protection Commissioner also notes that personal data stays worth protecting even
when it is public. And responsibility stays with the school, not with the Al provider.
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The data traffic light

Personal data of learners

Names Grades Reports Health

The cantons differ in detail, the direction is the same

The Zurich school authority is clear: no personal data of students, above all no special categories
of personal data. Other cantons handle the details differently. The guidance from the Canton of
Solothurn, for example, addresses parental consent for children under 16.

If your school uses its own Al solution with a vetted contract, different rules may apply. When in
doubt, ask your school leadership. The school authorities’ rules apply to compulsory schooling.
For continuing education they are transferable, but the rules of your own institution are what
count there.

Phrasing help yes, student report no

Instead of pasting the report into the Al, you can ask it for general phrasing help with no link to
the specific child. For example: “Give me five appreciative ways to describe progress in reading.”
You put the fitting sentences into your report yourself. The report stays with you, and the Al still
helps.

A small exercise: take three documents you worked on this week and assign each one a colour.
Yellow deserves a second look. Would a colleague at your school recognise who it is about?
Then it is red.

The video puts the rule of thumb more briefly: “What you wouldn't post publicly doesn't belong in
the AL." That means content linked to individuals (red), not internal content with no link to individ-
uals (yellow). Put more precisely:

If someone could tell who it is about, the text doesn’t belong in the Al.
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Frequently asked questions

Can teachers put student data into ChatGPT?

No. Personal data of learners such as names, grades and reports does not belong in Al tools; the
Zurich school authority is clear: no personal data of students. If your school uses its own Al solu-
tion with a vetted contract, different rules may apply.

What data can teachers put into Al tools?

Public material and your own teaching material, such as worksheets, curriculum texts or a poem
(green). Internal content with no link to individuals is possible, but only if nothing can be traced
back to individual children or participants (yellow).

Is removing the name enough?

Often not. Even without names, the class, the place or a particular event can reveal who it is
about. If a colleague at your school would recognise who it is about, it doesn't belong in the Al.

Sources

1. Volksschulamt Kanton Zirich: Kiinstliche Intelligenz in der Volksschule (German)
https://www.zh.ch/de/bildung/informationen-fuer-schulen/informationen-volksschule/volksschule-schulinfo-
unterricht/kuenstliche-intelligenz.htmi

2. Data Protection Commissioner of the Canton of Zurich: Einsatz von Kl in Schulen, Annual Report 2023 (Ger-
man)
https://www.datenschutz.ch/tb/2023/einsatz-von-ki-in-schulen

3. Canton of Solothurn: Handreichung KI-Anwendungen (PDF, German)
https://so.ch/fileadmin/internet/dbk/dbk-vsa/Schulbetrieb_und_Unterricht/Informatische_Bildung/Handre-
ichung_KI-Anwendungen_und_Kriterienkatalog/Handreichung_KI-Anwendungen.pdf
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ABOUT ME

Rico Eberle

I work in e-learning, hold a degree in business economics (FH) and sit on the municipal
council of Dibendorf, Switzerland. | also chair the foundation board of WBK Dlibendorf, a
continuing education foundation. | make the learning nuggets on my own: topic, research,
text and video. Questions and disagreement are welcome.

Contact: ricoeberle.ch - LinkedIn: linkedin.com/in/rico-eberle

LICENCE SUGGESTED CITATION

Text, transcript and video by Rico Eberle are licensed un- "The data traffic light: what can go into Al?", Rico Eberle,
der CC BY 4.0 (music and sound effects in the video ex- ricoeberle.ch, 2026, https://ricoeberle.ch/en/blog/the-
cluded). You may share and adapt the content, including data-traffic-light/, CC BY 4.0

for teaching, as long as you credit the source. cre-
ativecommons.org/licenses/by/4.0/
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